Database Encryption with DbDefence

In this article we will show how to encrypt the alahse, setup access, but still have a web site
running without writing a line of code!

We are going to encrypt a database and show howyman affects running CMS and other
applications.

For this demo we used Kentico CMS. It is large andplex CMS available for evaluation
written on .NET. After installation Kentico in E-conerce mode it looks like a typical e-shop:

2 E-commerce site - Home | | i - B - ) o - Page - Safety -
Sign in to CMS Desk. Sign in to CMS Site Manager. The defautt account is administrator with blank password
Home Contact Help  Members Area Wishlist Register Logon
starter site
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Installation

Install DbDefence on SQL Server computer with teédlt settings. If [IS Server is on another
machine, don't install IS Module there. The modida’t required in most cases. Encryption
will work absolutely transparently.

ﬁ Setup - DbDefence —

Select Components
Which compenents should be installed?

Select the components you want to install; cdear the components you do not want to
install, Click Mext when you are ready to continue.

Full Installation w
SQL Server part required to run protected database 10.8 MB
Developer {Encryption Tools, Configurator, Examples) 28.6 MB
[1 115 Module 1.5 MB
Repaorting Services Extension 0.1ME
Configurator and Client DLL (for Replication etc.) 3.1MB

Current selection requires at least 29,3 MB of disk space.




Encryption Settings

Now, run DbDefence Encryptor to encrypt existingikeo CMS database. Connect to the
instance and select the database.

(] DbDefence Database Encryptor 7.3.3.0 64-bit — *

Select Instance and the Database ...

Only local SOL Server instances and non-gystem databazes available.

Instance SOLEXFRESS Disconnect

Databaze | kentico P Refresh

Fieady to encrypt.

Eneryption and Protection Options

BAES-128, Schemna Protection
Change Options

Password | | [ Show

Re-type | | Encrypt

Lloze Online Help

Click Change Option$o adjust access options. The CMS uses lkgiica
In Change Optionslialog switch toAllowed Logingab and checkenticologin.

] Encryption and Protection Options >

Encryption  Key Storage  Allowed Logins  Binding  Modules

Marked logins will access encrypted database transparently.
Security Warning

Logins

[ BUILTINWSErs

kentico

[ NT AUTHORITY\SYSTEM

[] NT Service\MSSQLSSQLEXPRESS
] NT SERVICE\SQLWriter

[ NT SERVICE\Winmamt

[Osa

[ WIN-26AT 4589447\ Administrator

‘You can manage permissions after encryption. More

Concel



In this example, we check onkgnticoand leavesauncheckedUnchecked logins will not have
access; even if they are super usersdikéHowever, you may check as many logins as you need
accordingly to your security requirements.

Note: Some customers prefer not to restrict accesslatrathis case, switch to Encryption tab
and select “Encryption Only”

To protect encryption keys and provide better sgcswitch toKey Storagdab. Setting “Not-
exportable keys” will make the database files daadeys non-transferable to another server.

[EE Encryption and Protection Options >

Encryption Key Storage  Allowed Logins  Binding  Modules

() Exportable Keys

Default option. Keys are located in the same folder with database
files. You may transfer keys to another computer.

(®) MNot-exportable Keys (Windows Storage)

Keys are stored with Windows Data Protection APIL. Mot transferable
to another computer.

Y¥ou may change this option after encryption. Maore

Cancel

Enter complex encryption password. Existing pasdwmslicy in Windows Server OS denies
simple passwords. Workstation operating systems Windows 7,8, or 10 are usually less
restrictive. DbDefence does not check the passwaodhplexity, but SQL Server does
accordingly to Windows policies.



ﬁa DbDefence Database Encryptor 7.3.3.0 64-bit
Select Instance and the Databaze ...

Only local SOL Server instances and non-system databases available,

Instance SOLEXPRESS Dizconnect

Databaze  kentico Pv Befresh

Ready to encrypt.

Encryption and Pratection O ptions

BES-128, Schema Protection, Mot-exportable keys, Logins [1)
Change Optiahs

Password | 660006006606 | Oshow
Retpe | G0GS00S00000 | | Eren! |
Close Online Help

After encryption, Encryptor shows a message bok vaminder for the first-time users.

Information

o Task completed.

. —> Attention! The database is being
. protected now.
Read how to get access to the database.

—» Working with encrypted backups.

Very popular question from first-time users.

0K

Access

Let's see how SSMS witha login reacts on the database encryption. Wdeetries to access
Kentico database directly with SSMS there is aarerr



Typical error message:

Jj;':. Microsoft SOL Server Management Studic (Administrator)
File  Edit Miew Debug Tools Window Help
OB 0% W D Newauey Oy DG - - B
Object Explorer il 4
Connect = 3¢ m T r_,s
2 L WIN-26AT458044T\SQLEXPRESS (SOL ¢
= [ Databases
[+ 3 System Databases
= [J kentico
% [J Database Diagrams

= 3 Tables (expanding...)
7 [ Systern Tables

4 3 FileTables Microsaft SOL Server Management Studio
= L Views
% 3 Synonyms g Failed to retrieve data for this request. (Micresoft.5qlServer. Management.Sdk.5fc)
= 3 Programmability " addibonal mformation:
# [ Senvce Broker s An exception occurred while executing a Transact-SOL statement or batch.
+ 3 Storage {Microsoft.SglServer.Connectioninfo)
= 3 Security

Lo lrwvalid object name "systables'. (Microseft SOL Server, Error: 208)
[ [ Security
m 3 Server Objects

@ [ Replication - iy

# [ Management

In this way DbDefence denies access to the datdbaa# logins except those ones marked on

Allowed Logindab.

Open CMS web page again. Here it is. Running ligthing happened to the database.

website works absolutely transparently and wittthanges.

1= E-commerce site - Home | | M- Bl - 2 = - page - Safety -

Sign in to CMS Desk. Sign in to CMS Site Manager. The defaultt account is administrator with blank password.

Home Contact  Help Members Area Wishlist Register Logon

starter site
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Finally, very popular questiotiow can | seethat databaseisencrypted?

With small databases you can use Notepad to ogabatze files (MDF and LDF). In general,

The

the database file looks like on the left side @f picture below. It is full of structured data and

clear text. The right side of the picture is entegbdatabase file.



Bl fdi Fgmat View  Help

Fila  Edt  Foomat  View  Help

» ~BYNC=1
=~ REATETIME=1997087171 68114
sl | EMOME=h ictref. fp
a@T n =B =1
~~CREATETIME=1997871716€113
==FILEMBME=histref.fp
fmn = Lget = L Basic Contact 1 data Plus Hist:
5ort by: Contact 1 or 2 Fields.
Sort bys Contact 1 & Z Flelds. In other words, Database Wi
Then put Start At: IN & End At: IN (IN is for Indiana). ¥i
=~ REATETIME=199586241 522
~eF ILEMAME=histline. fp
- ~nSYHE =1
~CREATETIME=1559086341522
=~FILEMAME=histline.fp
f@e I Lt@& I L Landscape History Singla Lins
Activity; User; Date; Time; Reference; Company; Contact;
Sort by: Conthist Fields. (eg. User or Ondate.)
Note: This weport is mot setup to print for the Current d
~~CREATETIME=199 508038358
~=E [ LEROME=intadd . fp

wmT oa s EYHC=1
=~ REATETIME=199B8E0 3858
~~FILENAME=intadd . fp

- Lgw 4
ContSupg- »Accouthio
]

L Soart by:

Backup/Restore

After the encryption, you can’t easily restore treckup (made out of encrypted database) on
another server. Encrypted backup can be restorgdi@ithe database encrypted with the same

password.
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Typical error when someone tries to restore anyged backup to unencrypted database.

Microsoft SOL Server Management Studic

Additional information:

Restore of database kentico® failed. (Microsaoft.SqlServer Management . Relational Engine Tasks)

Ly System. Data.SglClient. SglEmor; RESTORE detected an emor on page (13036:-1068908582) in
database "kentico” as read from the backup set. (Microsoft. SqlServer. SmoBdended)
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COMEEERS

For customers with specific needs we can provideermdormation on used algorithms, FIPS-

140-2 and PKCS#11 modules.

If you have any questions, do not hesitate to @istgpport@activecrypt.com




