Transparent Data Masking with DbDefence

What is Data Masking?

Data masking is a special way of encrypting ang@ldisng sensitive data. Unauthorized users or
applications see data in masked form. For examipte-****-****.9363" or ‘0000 0000 0000
0000’ for credit cards. Authorized users or appiares see the data transparently in its original
form.

Introduction

In this document we will demonstrate how to use Btadce and selectively protect sensitive
data without changing anything in the applicatibimequires no source code changes or special
knowledge. The method described here can be apmiedl kinds of applications: Desktop,
Windows services and Web Applications.

Software developing companies may purchase a riédison license and install DbDefence as a
part of their own software.

Requirements

Supported SQL Server versions on Windows OS:

* SQL Server 2008 R2 X64 (All Editions)
e SQL Server 2012 X64 (All Editions)
* SQL Server 2014 X64 (All Editions)
e SQL Server 2016 X64 (All Editions)
e SQL Server 2017 X64 (All Editions)

32-bit versions are not yet supported, but thgasined for the future.
Please contact us if you're interested.

Data Masking functionality isn't available in theeE Version. Please request the time-limited
evaluation version frormfo@activecrypt.com
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Demo Application

As a demo application we will take GoldMine CRMidta popular CRM and stores its data in
SQL Server. Below you will see GoldMine’s main wivdwith some demo data.

FrontRange GoldMine Premium Edition - [Contact]

Cortact Search

© j | Contact 1 selected of 16 G o]
Recently viewed: - »
Homer Stellchild - Novatech Ltd. | =5 8 | Show: (@lly w | Group by: [ fnone) - l [Communlcata - ] [ Schedue ] [ Complet
348JIQ541 A | Contact | Phone1 | Contact | State | Zip [~
Gabe Capman : Compute-Al Magazine .

Bea Deficow - Cadten Enginesring Ltd. |Artime Software Donald Dunst (602)555-0004 Donald Dunst AZ 85745
Morley Williame : 5t. James Medical Center Compute-All Magazine  Gabe Capman (516)555-8844 Gabe Capman NY 11753
Novatech Lid. Homer Stellchild (512)555-3888 Homer Stellchild ut 84606
(Smith & Jones LLP lain John Comyngshy (213)5R5-1234 lain John Comyngsby CA 50071
Westem Telecom Kathy Smith (201)555-8000 Kathy Smith MJ 07074
FrontRange Solutions Inc. Lauren Hall (B00)786-7889 Lauren Hall CA 54568
LANSupport Martin Specie (770)555-6500 Martin Specie GA 30052
(St. James Medical Certer Morey Williams (503)555-2222 Morey Wiliams QR 57232
Blue Pelican Consulting  Parkeer Filman (214)555-5432 Parker Fillman TX 75080
P Hutton Randall Noel (808)555-1234 Randall Noel HI 96783
Hill Millinery Scott Leonidsky (216)555-4664 Scott Leonidsky OH 44024
{Sue’s Flower Shop Sue Hamer (818)555-4567 Sue Hamer CA 51364
v
Next Activity - 5/5/2019 10:00am  Last Activity : 4/30/2019 Last Note :
Linkedin:
Account: Movatech Ltd. Phone1: (512)555-8888 Ex: Facebool:
Contact: Homer Stellchild Phone2: Ext: Twitter:
Title: Director Last: Stelchild Phone3: Ext:
E-mail: Ext:
FAX: (512)585-7777
New contact... Address: 122 E 35th Place Record Type: Service Customer
: Corp Account?: No
City: Provo Account # UT512NOVHOME
State: UT Zip: 84606 Manager: N. Noris
—_ @ @ @ @ @@ 0@ @1 Cowmbrur- S Crmbract?: Yas
Common Contact Set |Admin ~ [Saturday, May 4, 2019 [8:32pm

Pic. 1. Main Window

L — y

Account | Contact | Phone | Contact | State | Zip ~
\Artime Software Donald Dunst (602)555-0004 Donald Dunst AZ 85745
Compute-Al Magazine Gabe Capman (516)555-8844 (Gabe Capman NY 11753
Movatech Ltd. Homer Stellchild (512)555-8888 Homer Stellchild ut 84606
ISmith & Jones LLP lain John Comynagsby (213)555-1234 lain John Comynagsby CA 50071

Pic. 2. Record details
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Let’s see where GoldMine stores the data. Navitgatee GoldMine database with SSMS and
select from the tablEONTACT1

ff;:é. 50LQueryl.sql - (local)\sglexpress.GoldMine (WIN-JMAEOY CIMAL \Administrator (34))* - Micresoft SOL Server Management 5t... Quick Launih_"C&ILCJJ Pl - 2 x
File Edit View Query Project Debug Jools Window Help
{008 -t ANy BBBH( LA -C-|& Generic Debugger -
i M| GoldMine - | ¥ Execute Debug ' gbﬂ 5] é | g‘“ g‘“ ﬂli| a‘a @ aj| = & 3 'JE =
Object Explorer A Al SOLQueryl.sql - (lo..Administrator (34))* + X _
T !!? !g ¢ g select * from contactll +
= [ \sqlexpress (SOL Server 12.0.4100 - WIN-Jl & :
= C@ Databases
3 Systern Databases
= | GoldMine
3 Database Diagrams
= 3 Tables

3 Systern Tables

3 FileTables

= dbo.CAL

= dbo.CALDEF

= dbo.CaseAttachment

= dbo.CaseContactsLink

= dbo.CaselnfoLink -

= dbo.CASES TG o

= dbo.CaseTeamLink ;

=1 dbo.CONTACTI £ Results [Ty Messages

= dbo.CONTACT2 1PANY CONTACT LASTNAME DEPARTMENT TITLE SECR  PHONE1 FHO =

= dbo.CONTGRPS 1 tRange Solutions Inc.  Lauren Hall Hall Sales Ficttious CEQ  Jane (800)786-788% (80O

= dbo.CONTHIST 2 lames Medical Certer ~ Morey Wiliams Williams Marketing Director (503)555-2222

= dbo.COMNTSUPP 3 Hutton Randall Noe! Moel Associate VP (808)555-1234

= dbe.CONTTLOG 4 ten Engineering Ltd. Bea Deflow Deflow Engineering (708)555-3311

= dbo.CONTUDEF 5  pute-All Magazine (Gabe Capman Capman Reviews Editor (516)555-8844

= dbo.CUSTDATASOURCE & hé&JonesLLP lain John Conyngsby ~ Conyngsby Technician (213)555-1234

= dbo.CUSTRELATIONS 7 ‘s Fower Shop Sue Hamer Hamer Cwner (818)555-4567

3 dbo.CUSTVIEW 8 Miinery Scott Leonidsky Leonidsky Partner (216)555-4664

3 dbo.Environment 9 neSoftware Donald Dunst Dunst Sales Sales Manager (B02)555-0004 (602

= dbo.FIELDSS 10 atech Lid. Hormer Stellchild Stelchid  Developer Relations  Diractor (512)555-8288 -

= dbo.FILTERS q .

= dbo.FORMS

@Query executed successfully. (local)\sqlexpress (12.0 SP1) | WIN-JMAEOVCIMAL\Admini... | GoldMine | 00:00:00 ' 16 rows

Ln1 Col 23 Ch23 INS

Pic. 3. Source data

As you can see, the data is stored in clear texb.fket's assume we need to hide the fields
CONTACT, LASTNAMEBnd PHONE1 For thePHONEZ1field, we plan to show only the area
code and mask the rest. Let's also assume we ne&tMihe CRM to see the masked data
transparently, without any encryption or masking.
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Encryption

Get DbDefence fromittps://www.database-encryption.cpamd request an evaluation license
from info@activecrypt.com

At this step we assume you already have DbDeferstalied.
To start database encryption run DbDefence Encrypto

D

. DbDefence

l:I Check Updates
DbDefence Activation
DbDefence Configurator
DbDefence Decumentation
DbDefence Encryptor
DbDefence Encryptor 32-bit

DbDefence Website

o 1 M '_;:._._

Pic. 4. Starting Encryptor tool

Encryptor starts and lists local instances.

(] DbDefence Database Encryptor 7.7.0.1 64-bit - X

Select Instance and the Database ...

Only local SOL Server instances and non-system databases available.

Instance SALEAPRESS ~
[atabaze Refresh

Connect and select the database.

Change Options

Show

Encrypt

LCloze Online Help

Pic. 5 Encryptor’s main window

We connect to the SQLEXPRESS instance and selddiMbwe database. At this step we need
to configure Data Masking. Click “Change Optiong’start configuration.
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ﬁa DbDefence Database Encryptor 7.7.0.1 64-bit - X

Select Instance and the Databasze ...

Only lozal SOL Server instances  and non-system databaszes available.

Instatce SOLEXPRESS Dizconnect
Database | GoldMine ~ Refresh
Fleady ta encrypt.

Encryption and Protection O ptions
’AESJ 28, Schema Protection

Chatge Options

Pazzword | | [ 5how

Retype | | Encropt

Cloze Online Help

Pic. 6 Encryptor connected

On the first tab of this dialog, select “Only Engtipn, Maximum Transparency”.

[T'E Encryption and Protection Options x
g obC *
Encryption  Key Storage  Allowed Logins  Data Masking  Bindi 4 | *
Seleg
0 Set Protection Level, Explain
() Encrypt and Protect, Hide Database Schema.
I t
Exdude Objects from Protection Objects ...
Da . .
@ Only Encryption, Maximum Transparency.
Res
AES Encryption Options
®) 123-bit () 256-hit
[Juse FIPs 140-2 validated Module, Mare
Frofiling
En By default, DbDefence hides SQL statements from SQL Profiler,
E
bhs
0 Allow SQL Profiling, DbDefence will NOT hide SQL statements
| for protected database.
Pa
Re

Cancel
Pic. 7 Setting Only Encryption, Maximum Transpargenc
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Click on the Data Masking tab to configure the niagkules. The screenshot below shows 3
rules. Each rule consists of 3 lines:

<table name>
<field name>
<mask>

As you can see, the last rule contains the SQLtionmd.EFT. This is used to cut the area code
from the phone number. All rules use * as a maskimgracter. You may use any character. The
number of characters need not to be equal to tiggHeof the original data. It can be any string,

for example, N'not for you’ or N” for an empty stg.

[EE Encryption and Protection Options >
Encryption  Key Storage  Allowed Loging  Data Masking  Bindil ¢ | *
Seleg
Enter Data Masking rules in the field below,
On Data Masking feature is in BETA-stage.
Read more about Data Masking here
Ing ' . b
. Validate 1 Validated
D contactl
| contact
HEE N'::::::l
contactl
lastname
N':::::l
contactl
phone1
LEFT{phone 1, 5) -+ ===_s====
Eng
BE
gt
Fa
Re
Cancel

Pic. 8 Masking rules

Click “Validate” and Encryptor will check if the les are correctly defined.
Click “OK” when you're done.
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For the final step of the configuration, enter fheessword. The complexity of the password

depends on the SQL Server password policy. Usualigdows Workstation has less strict
requirements, while Windows Server requires stropgsswords.

(] DbDefence Database Encryptor 7.7.0.1 64-bit - >

Select Instance and the D atabase ...

Only local SOL Server ingtances and non-systern databazes available.

Ihstance SOHLE=PRESS Dizconnect

Database | GoldMine ~ Refresh
Ready to encrypt.
Enciyption and Pratection Dptions
AES-128, Only Encryption, Data Maszking

Change Ophions
Password | sesseeeese | Oshow
LCloge Online Help

Pic. 9 Ready to start encryption

Before starting the encryption process, Encrypiscahnects users from the database (if there
are any)

Active connections

| Database has & active connections, Would you like to kill it?

Yes Mo Cancel

and warns you about the backup.

Ready to start Encryption. Please make sure that you have the backup.
Do not interrupt encryption process,

OF Cancel

.........................................

It takes just seconds to encrypt small databases.
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|

Select Instance and the D atabase ..

Only local SGL Server instances and non-system databases available.

Instance SOLEXPRESS Dizconnect

Databaze  GoldMine Refresh

D atabagze was successfully encrppted!
Encryption time: O h. 0 min. 0 sec.
Applying masking...

Dane.

o Database successfully encrypted.

Encrpption and Pt
AES-128, Orly Ex

Pazzword @0 eddddd Shows

Fie-tppe 000000000 Ermst

Cloze Online Help

Pic. 10 Encryption completed

After encryption, Encryptor offers decryption. reething went wrong or you want to make
changes you may decrypt the database and start agai

] DbDefence Database Encryptor 7.7.0.1 64-bit — =

Select Instance and the Database ...

Only local SOL Server instances and non-system databases available.

Instance SOLEXPRESS Dizconnect

Database | GoldMine w~ Befrezh

[Databaze was successfully encippted!
Encryption time: 0 k. 0 min. 0 sec.
Applving mazking. ..

Dane.

[atabase is encrypted and ready to use without unlocking.

Pagzumorg | s | Decmypt

Lloss || Drine Help

Pic. 11 Ready for decryption
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Verification

Let's see what masked fields look like after entioyp

ff:a SQLQueryl.sql - (local]\sqlexpress.GoldMine (WIN-JMAEQVCIMAL\ Administrator (34))* - Microsoft SQL Server Management 5t... Quick Launch (Ctrl+Q)

File  Edit View Query Project Debug Tools Window  Help

PO Br - N DNewoney ERBER( XA - &

2| Golamine < | 8 Eecute Debug ¢ v 33 |37 1T | Y€ EY ¢

i
I

% 3= | A

Pl -

7 X

Generic Debugger ~ ;

2 = B =
Ermremie !!; !g o 5 select * from contactl e
-
=] LB Asglexpress (SOL Server 12.0.4100 - WIN-JI & =]
= 1 Databases
[ System Databases
= | GoldMine
[ Database Diagrams
= 3 Tables
[ System Tables
3 FileTables
= dbo.CAL
= dbo.CALDEF
= dbo.CaseAttachment
= dbo.CaseContactsLink
= dbo.Caselnfolink -
= dbo.CASES 00% -
= dbo.CaseTeamLink .
= dbo.CONTACTI C Fests [y Messages
=] dbo.CONTACT? NY CONTACT LASTMAME DEPARTMENT TITLE SECR PHOME1 PHOMNEZ PH &
= dbo.CONTGRPS 1 inge Sclutions Ine. ™ - Sales Fictitious CEQ Jane (800" (B00)709-3562 (B
= dbo.CONTHIST 2 es Medical Center = - Marketing Director (503
=1 dbo.CONTSUPP 3 on - - Associate VP (g0g——
3 dbo.CONTTLOG 4 Engineering Lid. - - Engineering (7og==—
= dbo.CONTUDEF 5  e-Al Magazine — - Reviews Editor (51—
=1 dbo.CUSTDATASOURCE § JonesLLP — — Technician @13
=1 dbo.CUSTRELATIONS 7 lower Shop — o Owner (B1g=
21 dbo.CUSTVIEW 8 ey — — Pariner Ty
= dbo.Environment 3 dftware - - Sales Sales Manager (B02  (602)555-1111
3 dbe FIELDSS 10 ch ld. - — Developer Relations  Director (Bl =
= dbo.FILTERS ‘ D
=1 dbo.FORMS
@ Query executed successfully. (locall\sglexpress (12,0 5P1) | WIN-IM4EOVCIMAL\Admini... | GoldMine | 00:00:00 | 16 rows
Ln1 Col 23 Ch23 INS

Pic. 12 Masked data in SSMS

The selected data shows masks instead rather thaal data. Th€HONE1field contains only
area codes and the rest is masked. Everythingpestd!

Yet, as well as SSMS, GoldMine has no access fodega and displays masks too. No matter

whether you are logged as DBA or not.

Pic. 13 Masked data in GoldMine

Wmerican Bank - g Santa Manica CA 50403
Cadten Engineerng id. ~ (Fog=— Adington Heights IL 600005
Artime Software — (BOZ= Tucson AT ah74h
Compute-All Magazine - (g Jericho MY 11753
ovatech Lid. _— (G2 Provo uT 24606
Smith & Jones LLP — (2137 Los Angeles CA 50071

To read the data in decrypted form you need toaknémcess. There are 3 ways to do this...
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Setting up access for GoldMine

There aré¢wo automatic ways that GoldMine can use to unlock the databaseddls=original
data:

* Unlock access by SQL login.

This method is suitable if you want to grant acdesall applications that use certain
SQL logins. This is the best way if database peréorce is important.

* Unlock access by application.
This method allows you to permit access to thecsetieapplication only.

The third method is not automatic and is suitabtelxfBAs, programmers, or anyone who knows
SQL.

Method 1. Unlock access by SQL login

If the database is already encrypted, you may grecess to SQL login without re-encryption. In
our example, GoldMine CRM uses the loginldmine.This method works for all kinds of
applications.

The SQL statement “OPEN SYMMETRIC KEY” with encrignt password (used to encrypt the
database) , unlocks the database, and lets yoiguomthe access.

SQLQueryl.sql - (lo...Administrator (34))* & X _

use GoldMine

go
open symmetric key dbdx decryption by password='PAS512345!"

go
exec dbd_add login 'goldmine’
100% -

_'_’] Messages

Command (s) completed successafully.

Pic. 14 Adding an SQL login

Now, every application logged apldmine will read decrypted data automatically. Several

logins can be added with tlbéd_add_logirfunction.
You need to re-start the application and login mg@&fe can see that GoldMine shows the data

correctly.

Account Contact Phone 1 Contact State Zip ~
\Artime Software Donald Dunst (602)555-0004 Donald Dunst AZ 85745
Compute-Al Magazine Gabe Capman (516)555-3844 (Gabe Capman NY 11753
Movatech Ltd. Homer Stellchild (512)555-8888 Homer Stellchild uT 24606
Smith & Jones LLP lain John Comynagsby (213)555-1234 lain John Comynagsby CA 50071

Pic. 15 Unmasked data in GoldMine
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NOTE: If you're testing this method with SSMS, closel atart SSMS again.

If the database is not yet encrypted, you can defllowed logins simply with mouse clicks.
In the “Change Options” dialog, click on “Allowedgins”, then mark the logins.

Iﬂg Encryption and Protection Options *

Encryption Key Storage Allowed Logins | Dats Masking  Bindil * | *

Marked logins will access encrypted database transparently.
Security Warning

Logins

] BUILTINVsers

goldmine

] kentico

] NT AUTHORITY\SYSTEM

] NT Service\MSSQLESQLEXPRESS
] NT SERVICE\SQLWriter

] NT SERVICEWinmgmt

|:| sa

] WIN-IMAEOVCIMAL \administrator

You can manage permissions after encryption. Mare

Cancel

Pic. 16 The logirgoldmineshould access unmasked data
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Method 2. Unlock access by application

If you've just tried the previous method, decrylp¢ database and encrypt again, and then close
all tested applications. This will help to avoichéasion.

Unlocking access by application allows you to ftnae access and grant transparent access only
to selected applications on selected computers.thisrmethod the Client part of DbDefence
must be installed on each client’'s computer. ihs$alled on the server by default.

Unlike the first method, the configuration for thmsethod must be done on each client’s
computer.

If you want to test access to the database froran@te computer, install the Client part of
DbDefence there.

NOTE: If you're testing with Web Applications, pleasseshe instructions at
https://www.database-encryption.com/support/dbdefetocumentation/dbdiis.html

Start DbDefence Configurator.

DbDefence
Check Updates
DbDefence Activation
DbDefence Configurator
DbDefence Documentation
DbDefence Encryptor
DbDefence Encryptor 32-bit

DbDefence Website

2 L

Pic. 17 Starting DbDefence Configurator
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In Configurator’'s main window, click on “Client Rgram Configuration” and select “Add
Application” from the popup menu.

DbDefenceConfiguration - [DbDefence Configuration\Client Program Cenfiguration]
File Action View Window Help
=z
DbDefence Configuration
5QL Server Instances
D Client Pregram Confinuration
P Replicatior Add Application
A5 Activation

Configure passwords used by ALL added applications. To add the Application, make a right-click on the node and se

View ¥ lger (@ Al Users

LleniVindoutomibies 3 common for all SAL Servers

Refresh

Database Password
Help

[1 Show Password Dialog

Serverspecific passwonds Add SQL Server

Pic. 18 Adding Application

Navigate to GoldMine CRM executable. In our casis gmw.exe.

Open !
4N « Program Files (x86) » GoldMine » v O Search GoldMine 0
Organize » Mew folder ==+ [ o
[ Desktop * A MName Type
¥ Downloads OnlineHelp 9 File folder
= Documents Predefined Dashboards g File folder
| Pictures - T¥32 g File folder
distr ] GMMacro ] Application
temp o GMOSW /3/201211: Application
E gmw 12/10/201210:24 ... Application
& This PC W shde32 11/21/20129:25PM  Application
[ Desktop ﬁ sfufe32l 11/21/2012 9:25 PM  Application
|i§-'| Documents
‘ Downloads
J‘s Music
| Pictures v o€ >
File name: | gmw v | Executable files (*.exe) w

Pic. 19 Navigating to main executable

NOTE: If you're testing with Web Applications, pleasseshe instructions at
https://www.database-encryption.com/support/dbdefetocumentation/dbdiis.html
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Enter the database name and encryption passwaitbas) below. Don'’t forget to click “Save™
It will securely store the password.

NOTE: Digitally sign applications to avoid substitutipnhen an authorized app is replaced

with another one).

E DbDefenceConfiguration - [DbDefence Configuration\Client Program Configuration\grmw]
File Action View Window Help

=7 m B

DbDefence Configuration
SOL Server Instances
v B Client Program Configuratio
g
B Replication
/3 Activation

Path: C:\Program Files (<86)"GoldMine'gmw exe

When application logs into @ SGL Server it unlocks the following databases automatically:

() Cumert User (@ Al Users

Passwards common for all SQL Servers

Database Password

. Save

Delete Row

Clear Passwords

] Show Password Diglog

Server-specific passwords : Add SQL Server

Pic. 20 Setting up the database name and encrypéissword for the executable

Then, restart GoldMine and connect to the databidse GoldMine app will see decrypted data.
At the same time, all other applications with aogih will see the masked data.
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Method 3. Manual unlocking

This method is not automatic. It is suitable for A programmers, or anyone who knows SQL.
Simply run:

OPEN SYMMETRIC KEY dbdx DECRYPTION BY PASSWOR DeyiranPassword’
and connection will be unlocked.

NOTE: It is important to understand that this statemanlibcks only the current connection.
Other connections, even those opened from the agpleation, will not be unlocked.

féé SQLCuery1.sql - (local)\sqlexpress.GoldMine (WIN-JMAEOVCIMAL\Administrator (34))* - Microsoft SQL Server Management St.. Quick Launch (Ctrl+Q) Al - & x
File Edit View Query Project Debug Tools Window Help

P 0-0| - -t W DNeveuey BBBEB| X DO - & Generic Debugger ~
i H7| GoldMine = | ¥ Execute Debug vioEHE TN B == AL

Otjec e o x COEEwe——T—— |

open symmetric key dbdx decryption by password='PAS512345!° =
Conr_‘lect' a7 23 ¢ B gg y ¥ P Y P _:
= [ Msqlexpress (SOL Server 12.0.4100 - WIN-JI = select * from contacti|
= [@ Databases il
3 Systern Databases
= | GoldMine
3 Database Diagrams
= 3 Tables
3 Systermn Tables
[ FileTables
= dbo.CAL
= dbo.CALDEF
= dbo.CaseAttachment
=1 dbo.CaseContactsLink
= dbo.Caselnfolink -
= dbo.CASES 100 % -
[ dbo.CaseTeamLink -
=1 dbo.CONTACTI & Resuts 1y Messages
= dbo.CONTACT2 ACCOUNTNO COMPANY CONTACT LASTNAME ~ DEPARTMENT TITLE -
= dbe.CONTGRPS 1 FrontRange Solutions Inc.  Lauren Hall Hal Sales Fictitious CEQ
= dbo.CONTHIST 2 5t. James Medical Certer  Morey Willams Wiliams Marketing Director
= dbo.COMNTSUPP 3 $5112930570701234Ran JP Hutton Randall Moel Moel Associate VP
= dbe.CONTTLOG 4 $5112932533503311Bea Cadten Engineering Lid. Bea Deflow Deflow Engineering
=1 dbo.CONTUDEF 5 551125335513088844Gab Compute-All Magazine Gabe Capman Capman Reviews Edita
= dbo.CUSTDATASOURCE & 55112934024361234lan Smith & Jones LLP lain John Conyngsby ~ Conyngsby Technician
= dbo.CUSTRELATIONS 7 5511293432447456750e Sue’s Flower Shop Sue Hamer Hamer Cwner
E dbo.CUSTVIEW ] 951129345044646645c0  JHill Millinery Scott Leonidsky Leanidsky Partner
3 dbo.Environment 9 95062900000700004At  AtimeSoftware Donald Dunst Dunst Sales Sales Manage
= dbo.FIELDSS 10 95062900000588388Hob  Movatsch Ltd. Hormer Stellchild Stelchld ~ Developer Relations  Director
= dbo.FILTERS A D
= dbo.FORMS
@ Query executed successfully. (local)\sqlexpress (12.0 SP1} | WIN-JMAEOVCIMALAdmini... | GoldMine  00:00:00 16 rows

Ln3 Col 23 Ch23 INS

Pic. 21 The connection is unlocked manually
If you open another Query Window and execute SELHOGWill display the masked data
(unless access was granted with the previous mgthod
To close access, use “CLOSE SYMMETRIC KEY dbdx”.

Programmers may use OPEN and CLOSE SYMMETRIC KE@Yestents to explicitly unlock
access from their applications.
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Conclusion

In this document, we have shown how anyone can rsaskitive data without any special
knowledge.

Software developing companies may purchase a riédison license and install DbDefence as a
part of their own software.

Please contaghfo@activecrypt.confor more information.
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